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The cyber crime swoop, known
as Operation Web Snare, dealt
with 150,000 victims, who lost
more than $215 miilion
between them. The 160 investi-
gations involved identity theft,
fraud, counterfeit software,
computer intrusions and other
intellectual property crimes.
US Attorney-General, John
Ashcroft, said that all lawyers
dealing with ID theft should
make full use of the new
Identity Theft Penalty
Enhancement Act to achieve
prosecutions.
He added that the crackdown
depended heavily on interna-
tional co-operation. “Operation
Web Snare … shows that
America’s justice community is
seeking to anticipate, out-think
and adapt to new trends in
Internet crime. This effort shows
how effective law enforcement
can be against online crime
when all levels of government —
domestically and internationally
— work together.”
Among the list of cases, six men
were charged with an alleged

denial-of-service attack. Chief
Executive Officer at Orbit
Communications, Jay R.
Echouafni, allegedly hired com-
puter hackers to launch a denial-
of-service assault against Orbit’s
competitors. It is believed that
the attacks cost the companies
$2million in revenue and
defence.
In addition, a Ukranian man has
been indicted for credit card
trafficking and wire fraud.
Roman Vega allegedly ran a
website, www.boafactory.com,
which sold counterfeit credit
card account information.
Operation Snare is the third big
crackdown on cybercrime by US
police forces. Two other swoops
took place in May and
November 2003 with the com-
bined arrests of 255.
The cases involved show the
extent to which online criminal
activity is increasingly not only
multi-jurisdictional, but
involves the blending of tradi-
tional crimes with various forms
of computer crime, said the
Department of Justice.

US police snare 150 online swindlers
US police have arrested 150 alleged cyber criminals this sum-
mer, said the US Department of Justice in a statement.
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A new type of peer-to-peer network, which uses encryption to give
anonymity to users is a shield for illegal file sharing, warns law
enforcement. 

Freenet, the next generation of
P2P networks, uses encryption,
to cloak users who may distrib-
ute illegal files, such as pirated
copy or child exploitation

images. Users of other current
P2P networks, like Kazaa, can be
identified when sharing 

Continued on page 2...
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illegal files, enabling the police to
gather evidence.

But Freenet is a "direct
attempt to eliminate these risks,"
said Geoff Fellows, at
Northamptonshire Police in a
report in Elsevier's computer
forensics journal, Digital
Investigation. Freenet's website
says it “allows anybody to pub-
lish and read information with
complete anonymity. Files in the
data store are encrypted to
reduce the likelihood of prosecu-
tion by persons wishing to 
censor Freenet content."

Disk space on Freenet is shared
between all users, so no one per-
son is solely responsible for stor-
ing criminal content. Files do
not pass directly between 
clients either; they pass through
other computers so it is unclear
who is requesting or providing
what information. On joining
Freenet, an encrypted storage
space is set up on a user's 
computer. As Freenet files on 
the computer are ciphered, users
can claim that they are un-
aware of their computer's 
content. Freenet doesn't allow

users to control what is stored on
their computer's allocated space.
"It allows everyone to deny a
ny knowledge of anything", said
Fellows. "Almost every machine
we examine nowadays has 
peer-to-peer software on it, 
and investigating this has
become a routine part of 
forensic computing work."
Fellows calls for laws to help 
law enforcement investigate this
new breed of P2P network. Two
million users worldwide have
downloaded Freenet software
since it started.

FTC ISSUES ANTIPHISHING
GUIDE

The US Federal Trade
Commission has issued an
antiphishing guide to help con-
sumers avoid disclosing key per-
sonal data that criminals could
use to steal identities or defraud
companies. Key tips include:

• Don't respond to unsolicited

emails.

• Don't send personal data via

email or unsecured websites.

• Check bank and credit card

statements for unrecognised

transactions

• Use anti-virus software and

update it often.

• Be careful when opening email 

attachments.

MICROSOFT TO SPEND $2M
TEACHING SECURITY

Microsoft is to spend $2 million
over the next two years on univer-
sity courses and lecturers to teach
secure computing practice. The
programme is part of Microsoft's
Trusted Computing initiative. 
Half the money will sponsor
security courses in computing sci-
ence, business and law faculties
on a request for proposal basis.
The rest will create five fellow-
ships for "exceptional" new com-
puter scientists. Britain's Leeds
University is the first to take
advantage of the scheme,
Microsoft said.
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Simple user commands were
used in 87% of the cases to
exploit system loopholes. 26
cases carried out in the banking
and finance sector between
1996 and 2002 were examined. 

And random employees with
various roles defrauded the sys-
tem – there was no common
profile of a likely fraudster.
Half of the perpetrators were
women. The fraudsters had
administration, IT and services
roles among others. 

The report advises that “man-
agement must be aware that a
common perception about who
is likely to be an insider threat
may be inaccurate.”

IT Specialists, with technical
knowledge, committed only
23% of the frauds. 

One IT specialist wrote
loopholes into audit software,
which concealed his illegal
trades, making it nearly
impossible for auditors to
spot. The fraudster, who car-
ried out the scam said that
problems can arise when “the
fox is guarding the henhouse.”
The fraudster’s boss was essen-
tially turning a blind eye to the
ongoings.

In 61% of cases the frauds
were brought to the surface by
non-IT security staff, includ-
ing customers and supervisors.

The report recommends that
all employees should be made
aware of security as the rates of
detection of fraud are similar
for security and non-security
staff. 

Auditing and monitoring
revealed 20% of the incidents.
But if auditing procedures are
well known, including the
times that they are conducted,
internal fraudsters may avoid
these times to conduct frauds.
One fraudster in a particular
case in the study said that he
knew when accounts were
audited: “the end of the month
was hot, the end of the quarter
was hotter, and the end of the
year was really hot,” he said.

Nearly all of the organiza-
tions suffered a financial hit as
a result of the frauds. One case
cost over $691 million and
30% lost over $500,000.

Insider attacks – easy to do – hard to detect
The US Secret Service and CERT have revealed research on a
number of insider attack cases. The study shows that most of
the attack’s were too easy to carry out and most didn’t involve
any technical skill.


