
          

Passwords and 
Encryption

“Please enter your password:”

What Is a Password?

“What’s the password?” is a phrase often heard when children are playing in
a clubhouse. It is also frequently heard by people dealing with computers. A
password (or pass phrase) is a secret word or phrase used to limit access to
locations, computer systems, programs, and data. When you first sign onto
a BBS, network, or mainframe, the system asks you for a user name (iden-
tifying yourself) and then a secret password to prove you are who you say
you are. With the proper combination, the system grants access. Passwords
are supposed to be secret but rarely remain that way. Passwords might be
found written on notes stuck to monitors or scribbled on notepads. So much
for keeping them secret.

What is Encryption?

Encryption is the coding of data so it is unreadable without decrypting it.
Encrypting messages before transmission is a safe way to send confidential
or secret information over the airwaves or over a public computer network.
Sometimes a password is used as the key to an encryption algorithm. Pro-
grams such as PKZIP from PKWare use a password to encrypt the data stored
by PKZIP. Encryption algorithms can be simple. Here are some examples:

• Incrementing each character by one. In this example, “A” becomes “B”, “B”
becomes “C”, “C” becomes “D”, and so on. Using this technique, the word

10
©1996 CRC Press LLC



           
“computer” would translate into “dpnqvufs”. The protection offered by this
type of algorithm is almost nil but is sometimes enough to prevent the
discovery of protected information by the average looker.

• Alternating between incrementing then decrementing each character by one.
This is a variation of the first example. It is a little better at hiding the
information, but is still decipherable fairly easily. With this technique, the
word “computer” would translate into “dnnovsfq”. Both techniques can be more
confusing when other than alphabetic characters are figured into the equation.

• Using a password as the key. This method is similar to the first example.
The difference is the number added to each character. We have simplified
the example for this technique to make it easier to understand. The nature
of the ASCII character set makes it work a little differently. With this
technique, the word “computer” encrypted with the key “24” might look
like this: “esotwxgv”.

As you can see, the chances of deciphering an encrypted file without
some serious work decrease significantly as you add different methods of
encryption. Some encryption programs use complex mathematical equations
with a password and a random number, providing military-grade encryption
to protect top-secret love notes or classified dinner dates. We do not intend
this to discourage you from attempting to break any possible encryption
technique you wish to tackle. Realize that there may be some things you are
completely unable to break.

What Is the Difference Between Passwords and Encryption?

Passwords are like a padlock on a wooden door. They prevent people from
seeing what is on the other side of the door. Encryption is like a lock on a
solid steel door with the combination in a foreign language. You need to
decode the language before you can unlock it. With password-protected
information, almost anyone can read the protected data. With encryption,
you need the algorithm used to encrypt the data and the key used with the
algorithm to decrypt the data to read it.

What Are Common Uses of Passwords?

Passwords are commonly found on networks, mainframes, minicomputers,
bulletin board systems, portable computers, operating systems, screen savers,
burglar alarms, combination locks, and parental lockout controls. Yes, the
combination to a padlock is a form of password. So is the code to activate
and deactivate a burglar alarm. Without the code or combination for these
locks, you cannot get access to whatever is protected by these locks.
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Where Do You Get a Password?

Passwords come from the strangest places. Since a password protects impor-
tant information, you would think the password would be something hard
to guess. Think of the PIN code you use for your ATM card. Is it something
easy to remember? If so, it is probably a number that is simple for someone
to deduce with a little effort. Here are some common password sources:

• A person’s own name (or modified spelling, including backwards and initials,
alias or nickname)

• Social security number

• Birthdays (one’s own, spouse’s, children’s, parents’, or combinations)

• Anniversaries

• Names of children (first name, middle name, combinations, nicknames)

• Name of spouse (first name, middle name, nickname)

• Name of pet

• Name of victim

• Name of favorite teacher

• Address (including number, street, city, and zip code)

• Car license plate number or driver’s license number

• Favorite sports figure

• Favorite fictional character

• Favorite television show

• Favorite computer manufacturer

• Other identification information

This list can go on forever. What we have listed is some common information
you can look to for sources of password information if you find yourself
having to “social engineer” the password. As you come up with other sources
of passwords, you should write them down for future reference. Such a list
is also useful when creating a dictionary for brute-force, password-cracking
programs.

There are some suspects who make it easy to isolate possible passwords.
Take, for example, “Trekkies”. Star Trek fans will almost always use some bit
or bits of information from any of the Star Trek episodes. Common passwords
might be things such as “NCC-1701”, “1701”, “Enterprise”, “enterprise”,
“ENTERPRISE”, “Kirk”, “Spock”, “Phaser”, and “Bones”. Notice the difference
between all the passwords. Each password is unique. For some programs, the
case (upper or lower) is significant. This means that “ENTERPRISE” is dif-
ferent from “enterprise” if the program is case sensitive. If your suspect is a
combination hardcore “Trekkie” and hacker, the password might be “EnTeR-
pRiSe” (see Chapter 11 for more on this topic) or a similar variation.
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How Do You Break or Bypass a Password or Encryption?

There are many ways to circumvent any password. Since a password only acts
like a combination lock on a door, sometimes all you need is to find the
combination to the lock. Other times you need to make another door to gain
entry. Depending on the type of password and the program using the pass-
word, one method may be better than others. Included here are some pro-
grams we have encountered that use passwords and the way we bypassed,
broke, or recovered their passwords.

Oracom Bulletin Board System

This case involved a suspected pedophile BBS “SYSOP” (system operator).
After seizing the computer running the bulletin board, we tried to locate
the password for our suspect, the sysop. We backed up the BBS computer
and set up a system to run the backup. After looking at the user file for
awhile, we were not able to isolate the password even though we could easily
identify the user names and IDs. To come up with the location of the
password, we created two new users with different names but the same
password. This gave us the location of the password. We isolated the pass-
word in the user file then overwrote the sysop password with the password
we used for our new users. This method gave us instant access to the sysop
login for the BBS. The modification was accomplished using a HEX editor
(one of the nice features of XTreePro Gold). The password is encrypted so
you cannot easily recognize its location in the user database. The encryption
technique is simple to understand once identified. The technique involves
adding two times the position number for each position in the password.
This means adding two to the first character, four to the second, six to the
third, eight to the fourth, and so on. Using “AAAA” as an example would
give us “CEGI” in the user file. When dealing with lower case characters
higher up in the alphabet, a HEX representation is essential to successfully
deciphering the encrypted password.

Quicken® for DOS

A laptop computer that had been stolen by an employee of another law
enforcement agency was recovered. To make a case against the offending
officer, we needed to show the computer had been used for a long period
of time and there was no intention of returning it. The agency brought the
data taken from the recovered computer for us to evaluate. Starting
Quicken® revealed that a password was used to protect the data from unau-
thorized access. Previous attempts to identify the location of the password
in the data files had proved unfruitful. Using a debugger, we traced through
the program to isolate the location where the password was checked for
validity. After a few hours of tracing through the Quicken® executable, we
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located the password check routine and changed the program to accept any
password except the real password.

NetWare® 3.11

Novell NetWare uses a nonreversible encryption technique to store the
passwords in the Bindery. When a user tries to log on to the network, the
password is encrypted at the workstation, sent to the server, and compared
to the stored encrypted password. This rules out using a HEX editor or
network analyzer to find the password. Direct access to the Bindery is not
an option since supervisor or equivalent access is required to manipulate
the contents. There are two ways to gain access to the supervisor user when
you do not have the password. The first is to use a program loaded on the
server (NLM) that changes the password to something known. The second
method is to patch the SETVER.EXE program to change the name of the
Bindery database. This forces the server to create a fresh bindery database
with only guest and supervisor and no passwords. After you log on as the
supervisor, you then run the BINDREST program to restore the original
Bindery files. Since you are logged on as the supervisor, you still have full
access to the system. Make sure you either change the supervisor password
or create a supervisor equivalent user to conduct your investigation. It is
recommended that only an expert with specific NetWare experience do such
a procedure, since it is easy to wipe out an entire file server if the person
working the keyboard does not know what he or she is doing.

WordPerfect®

A city employee password-protected the emergency response documenta-
tion for the fire department before leaving and refused to divulge the pass-
word. At the request of the fire chief, we recovered the password. To reveal
the password, we located a program called WPCRACK on a BBS. The
program took at least one and a half seconds to tell us the password. Of
course, we did not tell anyone it took that long.

PC-tools®

A suspected pedophile who ran a Star Trek-oriented bulletin board was
suspected of having child pornography for distribution on his BBS. The
disks were examined without locating any files of criminal content. The
final piece of evidence was a password-protected PC-Tools backup tape. In
fact, several passwords were needed to restore this incremental backup. We
performed the investigator’s standard procedure of “social engineering” and
checked for the suspect’s name, family names, dog’s name, and the names and
key words he used when playing games on the computer. The end result was
we located all the passwords and recovered child porn from the backup tape.
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There are many programs on the market designed to provide the pass-
word for protected data. One source is Access Data (telephone 801-224-6970,
560 S. State Street, Suite J-1, Orem, Utah 84058). They have programs that
provide the passwords used to protect Quattro Pro, Lotus 123, WordPerfect,
Quicken, PKZIP (using brute force), and a few others.

If you intend to break a password, here are a few steps that might be of
help:

1. Identify the program or encryption technique.
2. Look for the location of the password.
3. Compare the encrypted version of a known password (unless you can readily

identify the password).
4. If you have good information or a reasonable suspicion that the suspect may

have password-protected files before service of a search warrant, include in
the warrant an order of the court for the suspect to provide said passwords
to law enforcement.

How Do You Break or Bypass Encryption?

A good hacker or computer expert might be able to break some of the simpler
encryption techniques. The more secure techniques, however, may require
an experienced encryption expert to determine the technique used. If these
methods do not work for you, you can always resort to traditional police
techniques to get your suspect to tell you everything you need to know to
unlock all their data. If that fails, there is always “social engineering” (a fancy
term for attempting to guess the password or passwords) to unlock the data.
Be warned, this method can take days or weeks, if ever, to show results, and
requires a tremendous amount of patience.

Some programs use a brute-force technique to deduce the password.
Programs using the brute-force method work by trying sequential passwords
or passwords found in a dictionary until they get a good result. When you
sit down at the keyboard and try to guess the password, you are using the
brute-force method. The brute-force programs run best on fast computers,
since they may try up to millions or billions of passwords before getting the
right one. You may be chuckling about the billions, but when you start at
“A”, then go to “B”, then “C”, “D”, “E”, “F”, and on to “Z”, then come back to
“AA”, “AB”, “AC”, and so on, the combinations appear endless. This example
illustrates using only the upper-case letters in the ASCII character set. There
are also lower-case letters, numbers, and symbols. If the suspect is into the
computer underground culture, they may be using characters in the upper
and lower sections of the ASCII character set.
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To help you understand the scope of possibilities for a password, each
character position can have one of 256 possible ASCII characters. Of these,
26 characters are “A” through “Z”, 26 of these characters are “a” through “z”,
and 10 of these characters are “0” through “9”. The remaining characters
include the characters used for punctuation, control characters, and the high
order ASCII characters.

PGP

When talking about encryption, the most common program people will talk
about is Pretty Good Privacy. This is a public key encryption program that
is in the public domain, freely available for private use, and can be found
also on the Internet and most public and private bulletin board systems.
Getting around the security in PGP without the secret key is easy: you can’t.
PGP is regarded as the most secure encryption program available. It is so
secure that the complete source code is available for anyone who wants to
study the encryption engine and attempt to crack it. There are two different
versions of each release: the U.S. version and the version for the rest of the
world. PGP includes features such as:

1. Adding a digital signature to a text message to verify the sender: A unique digital
signature is generated by running the encryption algorithm against the text
in the message. The result is a string of bytes which can be used to verify that
the message is authentic and who it came from, using the sender’s public key.
The message can be read by anyone in this form. There is no protection
applied except for guaranteeing the message is unaltered.
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2. Encrypting a message: The message to be encrypted is run through the encryp-
tion algorithm, producing an encrypted file that in no way resembles the
original. The resulting file can be either ASCII or binary, depending on the
options selected during encryption and the way the message is to be sent.

3. Encrypting a binary file such as a ZIP file: PGP can encrypt a binary file the
same way as it does ASCII messages. The resulting file can be either ASCII
or binary, depending on the options selected during the encryption process.
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4. ASCII Armor a binary file: ASCII Armor is similar to UUENCODING a file.
This allows an 8-bit binary file to be sent through a 7-bit mail system. This
is a common way to send binary files. Encryption is not necessary when using
the ASCII Armor feature and no keys are necessary to remove the armor as
long as no encryption is used.
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What Is a Common Use of Encryption?

Encryption has found a place on the information superhighway. With mil-
lions of users accessing the Internet every day, and people snooping at other’s
data and mail, PGP fills the need for a secure way to communicate with
others without fear of snooping.

Sources of Programs and Information

Internet newsgroups are one of the best sources of information on breaking
passwords and bypassing security. One of the best sources of cracking infor-
mation is alt.cracks. Another source is alt.2600. Following these groups can
lead you to a wealth of software for cracking most protection schemes. If you
are desperate, you can ask for information in these groups. Word your mes-
sage carefully, because the participants in these groups do not look kindly
on law enforcement. Make sure you do not leave any traces of your identity
in your post.
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Other sources are the newsgroups dedicated to the application whose
protection you want to crack. These newsgroups are not quite as touchy
about dealing with members of law enforcement. Finally, monitoring
comp.security and comp.security.misc should be worth your time.
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